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500 Chose public key / private key pair. 



502 Set route prefix of home address. 



504 Set node-selectable portion of home 
address: 



506 Set node-selectable portion of home 
address to part of hash of public key. 




510 Choose a modifier. 



512 Set node-selectable portion of home 
address to part of hash of (public key and 
modifier). 



Done. 



FIG. 5 
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FIG. 7 



700 Set home address using the procedure 
of Figure 5. 



1 

702 Create hash of (care-of address, home 
address and, optionally, timestamp and 
identifier of intended recipient). 



i 

704 Create cryptographic signature of hash 
created in Step 702 using private key 400 of 
Figure 4. 



1 

706 Populate binding update message with 
care-of address, home address, public key, 
modifier if used to create home address, 
cryptographic signature, and, optionally, 
timestamp and identifier of intended 
recipient. 

1 

708 Send binding update message to 
intended recipient. 



t 

Done. 
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FIG. 8 



800 Is timestampT^^^Yes 
if present, too old? 

No 



802 Does received 
identifier of intended recipient, if 
present, match actual 
recipient? 

Yes 



804 Create hash of (received public key and 
modifier, if present). 



806 Does part 
of hash equal node- 
selectable portion of 
received home 
address? 

rYes 



808 Use received public key to validate 
received cryptographic signature and extract 

hash. 



T 



810 Create hash of (received care-of 
address, home address, and, if present, 
timestamp and identifier of recipient). 



812 Does 
created hash 
equal received 
hash? 

Yes 



Verification succeeds. 



Verification fails. 



